_UBND TINH HUNG YEN CONG HOA XA HOI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Déc 1ap - Tur do - Hanh phiic

80: 1775/SGDDT-VP
VIV 16 hong bao mat nghiém trong
trong Camera IP Hikvision

Hung Yén, ngay 27 thang 9 nam 2021

Kinh guri:
- Céc don vi gido duc truc thudc;
- Phong GDDT cac huyén/thi x4/thanh phd;
- Trung tim GDNN — GDTX céc huyén/thi xa/thanh phd;

Can ca Cong van s6 1070/STTTT-BCVTCNTT ngay 24/9/2021 cua So
Thong tin va Truyén thong Hung Yén v/v 10 hong bdo mat nghiém trong trong
Camera IP Hikvision

Theo théng bao cta Cuc An toan thong tin — Bo Thong tin va Truyén thong
vé 16 hong bao mat CVE-2021-36260 trong san pham Camera IP, L6 hong nay cho
phép d6i twong tan cong thue thi ma tir xa ma khong can xac thyc, tir d6 chiém toan
quyén kiém soat thiét bi, thong qua do6 c6 thé truy cap va tin cong mang ndi bd cua
co quan, to chirc. Pé dam bao an toan thong tin cho hé thong thong tin ding chung
cua tinh va cia cac co quan, don vi trén dia ban tinh, S& Gido duc va Pao tao dé
nghi cac don vi, truong hoc chi dao by phan chuyén mon thyc hién ra soat, khic
phuc 16 hong bao mat trén theo khuyén nghj sau:

1. Thyc hién kiém tra, ra soat va xac dinh hé thong thong tin dang sir dung co
két ndi cung voi thiét bi Camera IP Hikvision khéng? néu c6, Quy co quan can thuc
hién cdp nhat firmware, tach riéng dai mang dung cho camera va han ché truy cap
dén cac dai mang khéc (tham khdo hudng dan kém theo Céong van sé 1287/CATTT-
NCSC guri kem).

2. Tang cuong giam sat va san sang phuong an xir Iy khi phét hién c6 dau hiéu
bi khai thac, tn cong mang; dong thoi thuong xuyén theo doi kénh canh bao cua cac
co quan chire nang va cac t6 chitrc 16n vé an toan thong tin dé phat hién kip thoi cac
nguy co tan cong mang.

3. Trong truong hop can thiét can hd tro, Quy co quan lién hé ddu moi I}é tro
cua Cuc An toan thong tin: Trung tdm Giam sat an toan khong gian mang quoc gia
(NCSC), dién thoai 02432091616, thu dién ti: ais@mic.gov.vn.

S& Gido duc va Pao tao dé nghi cac don vi, truong hoc quan tdm chi dao va
phoi hop t6 chire thuc hién./.

Noi nhin: KT. GIAM POC
- Nhu trén; 0
- Ban Giam déc;

- Céc phong thudc S¢;
- Luu: VT, VP.

P6 Vin Khai
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